
«ITERATION PHYSICAL PROTECTION SYSTEM»
AUTOMATED INFORMATION SYSTEM



CONCEPTUAL DESIGN OF PHYSICAL PROTECTION SYSTEM

Option - 1 Option - 2 Option - n

The requirements of normative 
documents

Features of the object and the 
technical policy of the owner

Automated system for 
development of physical 

protection project variants

Development of a model object

Automated system for 
evaluating the effectiveness of 

options
Mathematical apparatus Evaluation criterion

The best option for building a system 
physical protection Technical terms for design

Requirements for the 
composition, deployment, 

equipment and level of training of 
the response force
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Estimate Estimate Estimate

CONCEPTUAL 
DESIGN #1

CONCEPTUAL 
DESIGN #2

CONCEPTUAL 
DESIGN #3

DATA
BASE

DATA
BASE

DATA
BASE

DATA
BASE

DATA
BASE

Model #1 Model #2 Model #3

MODELING COMPLEX

Comparative assessment 
by the criterion 

"efficiency / cost"

MODEL OF OBJECT
MODEL OF 

PROTECTION FORCES
MODEL OF 

A POTENTIAL OFFENDER VEHICLES’ MODEL 
MODEL OF THE 

PHYSICAL PROTECTION SYSTEM

COMPARATIVE EVALUATIONOF CONCEPTUAL DESIGNS’ EFFICIENCY
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Integrated 
database

Module of creation of 
architectural and 

construction part of the 
object model

Module development 
of models of 

equipment and 
hardware

Situation modeling 
server

Module for creating 
models of people and 

vehicsles

Module development 
and visualization of 
regulations actions

The module of planning 
of experiments, 
collection and 

processing of statistics

3d visualization 
module

Networking module
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BASIC FUNCTIONAL MODULES OF THE SOFTWARE PLATFORM



Module of creation of 
architectural and construction part 

of the object model
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AIS “ITERATION PHYSICAL PROTACTION SYSTEM”
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SELECTION OF PLOT OF TERRAIN
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THE BINDING MODEL OF THE TERRAIN TO THE GRID
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TRIANGULATION MODEL RELIEF
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THE TEXTURE OF THE TERRAIN



Building model in the volume of enclosing structures Building model with internal architecture

Building model with 3D models of equipment Photopanorama of the internal structure of the building
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MODELING OF THE INTERNAL INFRASTRUCTURE
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THE LINK MODEL ELEMENTS WITH EXTERNAL DOCUMENTS
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ASSEMBLY MODEL OF THE WHOLE OBJECT



Display of controlled (special protected) security zone Displaying the protected (controlled) area of the object

Mapping of internal zones (zones with controlled access) The display is particularly important (protected) zone
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MODELLING THE ZONING OF THE OBJECT



MODELLING THE INTRUDER 
AND THE SECURITY FORCES
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AIS “ITERATION PHYSICAL PROTACTION SYSTEM”
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MODELING OF THE PROPERTIES OF THE ACTOR - HUMAN



Parameters of actor interface Actor equipment interface

Weapon parameters interface Means of overcoming interface
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MODELING OF FUNCTIONAL OPPORTUNITIES OF THE ACTOR
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MODELING OF VEHICLE PARAMETERS



Пример модели легкового автомобиля Пример модели грузового автомобиля

Пример модели бронетехники Пример модели плавсредства
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SIMULATION OF VARIOUS VEHICLE TYPES



MODELING OF PHYSICAL 
PROTECTION SYSTEM
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AIS “ITERATION PHYSICAL PROTACTION SYSTEM”
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Warning Detection and 
identification Delay on barriers Impact for suppression

WARNING SIGNS, PROTECTIONS SENSORS AND 
VIDEO CAMERAS PHYSICAL BARRIERS WEAPONS AND SPECIAL MEANS

MANAGEMENT AND INTERACTION

MAINTENANCE AND TECHNICAL SUPPORT

GENERALIZED FUNCTIONAL SCHEME OF THE PHYSICAL PROTECTION SYSTEM

PROVIDING ACCESS CONTROL ENSURING 
INTRABUILDING REGIME

PROTECTION 
DURING TRANSPORTATION
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DISPLAY 3D MODELS
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MODELING SEVERAL BORDERS SYSTEM

)P1)...(P1)(P1(1P ТСО
m.обн

ТСО
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где: ТСО
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ТСО
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ТСО
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m

Integrated assessment of intruder detection by security, surveillance and sentinel
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MODELLING TO OVERCOME PHYSICAL BARRIERS

BASIC WAYS TO OVERCOME PHYSICAL BARRIERS

Penetration using aircraft

Проникновение с 
использованием 
подземных коммуникаций

The use of ladders, ropes and other 
devices for stile. Overlap with the use of 
mutual aid.

The use of sets of metalworking tools 
(including electric) and welding 
equipment for the destruction of 
obstacles.

The use of explosive devices, 
flamethrowers, small arms and other 
weapons to destroy obstacles.

Movement up and down steep slopes of 
walls and structures, including with the 
use of climbing equipment.

The use of construction and other 
equipment (cranes, lifts, excavators, etc.) 
as an auxiliary device

The use of vehicles for ramming barriers.

The use of tugs and other vessels in the 
waters of the objects.

DEVICES WHICH REQUIRING CORRECTION 
OF DATA ON BASIC METHODS

Break

Перелаз

SAP

Penetration with the use of 
underground utilities

tS2

tS3

tS5

tS1

tS4

S1

S2

S3

S4

S5

Тпр
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𝑡𝑖
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𝑡𝑖
пр ≈ 𝑁 𝜇𝑗𝜎𝑗 ⟶

 𝑗=1
𝑚 𝑢𝑗 −

𝑘𝑗
𝑧

𝑘
12

*𝜎j+𝜇j

S ⟶ min 𝑡1
пр, 𝑡2
пр , … , 𝑡5

пр



24

MODELLING OF THE RESTRAINT OF THE OFFENDER’S ACTION

𝑠 =  
1, при 𝛿в ≤

1
2
𝐻 ∧ 𝛿б ≤

1
2
𝑊

0, при 𝛿в >
1
2
𝐻 ∨ 𝛿б >

1
2
𝑊

𝐸в(𝐷) = 𝐸в.оруж.(𝐷)2 + 𝐸в.ош.(𝐷)2

𝐸б(𝐷) = 𝐸б.оруж.(𝐷)2 + 𝐸б.ош.(𝐷)2
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Dрасч. -

виз.расчD
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ц.обн еР


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THE CALCULATION OF PROBABILITIES OF MUTUAL 
DISCOVERY

MODELLING RESULTS OF THE SHOOTING

H

B

F

Observer Purpose

𝑉h

𝑉b

𝑉f
Em Em

MODELLING OF VISIBILITY AND IDENTIFICATION
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W(Effect)

Z(Costs)

T (Time)
t1 t2

z2

z1

w1

w2

Combat effectiveness

Cost effectiveness

Resource Efficiency

EFFICIENCY EVALUATION CRITERIA

opt

min



THE GENERAL ALGORITHM 
FOR CREATING AN OPTIMAL SYSTEM OF PHYSICAL PROTECTION OF THE OBJECT

Identification of critical and terrorist attractive elements of technological processes of 
the facility

Justification of threats to critical elements of the object and the model of the offender, 
the minimum sufficient to implement the entire list of possible threats

Development of a model of response forces capable of suppressing all reasonable 
threats implemented by all models of the offender in all possible scenarios

Design and development of a physical protection system 
ensuring maximum efficiency of response forces

Optimization of the composition, deployment, armament and 
equipment of units of the response forces. Justification of 

optimal tactics in various scenarios

Development of a facility safety management system and planning interaction with 
external (additionally attracted) response forces
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THANK YOU FOR YOUR ATTENTION!


